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DISCLOSURE -
MOZNOST PRO
CESKOU REPUBLIKU?
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NIKDO NENi DOKONALY

o Zranitelnosti jsou inherentni vlastnosti informacnich
systému a ICT produktU

o Aktivni vyhledavani zranitelnosti prispiva ke zvysovani
bezpecnosti

o Riziko zneuziti odhalenych zranitelnosti
o Obavy ze ztraty duveéry trhu v pripadé zverejnéni

o Trestnépravni a civilni odpoveédnost — kybernetické trestné
ciny nebo nahrada skody
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TRESTNEPRAVNI ROZMER

o Mezinarodni zavazky
o Budapestska umluva

o Ramcové rozhodnuti Rady EU, o Utocich proti informaénim systémum,
¢.2005/222/SVV ze dne 24.2.2005

o ,,Kybernetické trestné Ciny” v trestnim zakoniku
o § 182 Poruseni tajemstvi dopravovanych zprav
o § 230 Neopravnény pristup k pocitacovému systému a nosici informaci

o § 231 Opatreni a prechovavani pristupového zarizeni a hesla k
pocitacovému systému a jinych takovych dat

o § 232 Poskozeni zaznamu v pocitacovém systému a na nosici informaci a
zasah do vybaveni pocitaCe z nedbalosti

o § 270 Poruseni autorského prava, prav souvisejicich s pravem autorskym a
prav k databazi
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MNOHE ORGANIZACE JSOU PROAKTIVNI

https://bugcrowd.com/list-of-bug-bounty-programs

https://hackerone.com/disclosure-guidelines

https://www.t-mobile.cz/bug-bounty

O
O
O
o http://help.soundcloud.com/customer/portal/articles/4397
15-responsible-disclosure

o https://www.airbnb.cz/security

(--.)


https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://bugcrowd.com/list-of-bug-bounty-programs
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
https://www.t-mobile.cz/bug-bounty
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
http://help.soundcloud.com/customer/portal/articles/439715-responsible-disclosure
https://www.airbnb.cz/security
https://www.airbnb.cz/security

National Cyber Security Centre
Ministry of Security and Justice

Current topics

¥ News.

> Factsheets
. » Whitepapers
* Files

¥ Cyber Security Assessment

Netherlands

» National Cyber Security Strategy

Incident Response  Expertise & Advice  Cooperation ganisation  Conference sitemap Advanced search

Home > Current topics > News > Global Forum on Cyber Expertise launched during GCC52015

Global Forum on Cyber Expertise launched T .
during GCCS2015 Fr The complete file on

certificate fraud

News | 16-04-2015

Today at the international cyber conference, the Global Conference on
Cyber Space (GCCS2015) the Global Forum on Cyber Expertise was
launched. The Forum for internet security, of which the secretariat
will be based in The Hague, focuses on cybersecurity, cybercrime,
dataprotection and e-development. So far 42 countries are committed

important outcome of the two-day cyber conference that is being

> Responsible Disclosure Guideline to participate in the GFCE. The creation of the GFCE is the most
. * Publications
held on Thursday and Friday. In the GFCE, countries work together

for an open, free and secure internet.

In the forum, the Netherlands contributes to three initiatives on
cybersecurity.
1. CSIRT Maturity initiative

Together with Microsoft, the International Telecommunication Union (ITU)
and the Organization of American States (DAS), the Netherlands will offer
expertise in the field of CSIRT Maturity.

2. Responsible Disclosure initiative
Together with Hungary, Romania and Hewlitt Packard (HF), the Netherlands
will offer expertise on ethical hacking and Responsible Disclosure.

3. Cyber Security awareness raising initiative

In order to strengthen digital resilience, it is important that internet users
know the risks online and take the right measures to protect themselves.
The Netherlands will offer expertise in the field of cybersecurity awareness
raising and will assist Senegal in particular.

Llser notices Privaryv statement
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TEMA REZONUJiCi NA MEZINARODNICH FORECH (2)

* States should encourage responsible reporting
of ICT vulnerabilities and share associated
information on available remedies to such
vulnerabilities, in order to limit and possibly
eliminate potential threats to ICT and ICT-
dependent infrastructure

UN GGE Report on Developments in the
field of ICT in the context of international
security (22 July 2015, A/70/174)
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TEMA PRO CESKOU REPUBLIKU?

e Zajem organizaci? (soukromy i verejny sektor)
* Jaké misto pro NCKB/GovCERT?
* Dalsi aktéri?
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VYHODY

e vysSSi bezpecnost informacnich systému a ICT
systému

* |epsSi reputace organizace — predchazeni
zverejneni citlivych udaju koncovych uzivatelu

* predchazeni ekonomickym ztratam

* dobré PR — odpovédny pristup k poskytované
sluzbé

* nizSi naklady na detekci

 védomi sdilené odpovednosti mezi
organizacemi a testery
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RizIKA A NEVYHODY

* vstupni naklady ¢asové, organizacni,
materialni

* zahlceni hlasenimi o nizkorizikovych
zranitelnostech

e ,pozvanka” k nezakonnym zasahum do
systému

e Spatné PR v pripadé nezvladnutého
zverejneni
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VLASTNIK SYSTEMU /VYROBCE PRODUKTU (ORGANIZACE)

o Primarni odpovédnost za bezpecnost
systému/produktu

o Vlastni rozhodnuti, zda prijme RD politiku

o Pozadavky v pripadé kladného rozhodnuti:
Zverejnéni RD politiky
Standardizovany a pristupny komunikacni kanal
Kapacita na odpovidajici reakci

O
®
®
o PribéZna komunikace a koordinace s ohlasovatelem
o Systém motivace ohlasovatell

®

Jasny postoj k pravnim implikacim
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OHLASOVATEL (DISCLOSER)

o Nezbavuje se automaticky pravni odpovédnosti
o Rychlost oznameni

o Duveérnost komunikace

o Primérenost jednani

o Dodrzeni pravidel
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NCKB/GovCERT

o Neuklada povinnosti — bez rozhodnuti vlastnika
systému/vyrobce produktu prijmout RD politiku
zadna neexistuje

o Nezasahuje do pravniho radu

o Vedlejsi role

O propagace RD
o informovani komunity o zranitelnostech

o zprostredkovani kontaktu
o koordinace zverejnéni
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KYBERKRIMINALITA?

o Zasada legality x zasada oportunity
o zahajeni trestniho stihdani mUze byt nutné
o RD nezbavuje trestni odpovédnosti

o Institut zastaveni trestniho stihani podle § 172 TR
o Vykladové stanovisko NSZ?
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REAKCE? ZKUSENOSTI? NAVRHY?

o Vhodna odveétvi?
o Ekonomicka vyhodnost?
o Motivace testeru?

o Zkusenosti z bug bounty programu?
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REAKCE? ZKUSENOSTI? NAVRHY?

t.jancarkova@nbu.cz
nckb@nbu.cz
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